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PACB Serices, Inc., a whollyaned subsidiay of the Bnng/lvania Association of
Community Banérs, seleatd our firm as the Bferred Providerdr néwork security

attack and pentration testing sevices.



ﬁ FedLine Advantage Security and Resiliency Assurance Program

For the new FedLine Advantage Security and Resiliency Assurance Program, there are 56 unique control areas
that must be certified through a management attestation annually. These 56 controls cover security, operations,
and policy and procedural items. Many controls require significant technical and IT expertise, as well as banking
expertise, to know how to properly test the area in question.

In 2021, Snodgrass developed a unique set of audit programs to assist clients in this attestation. While we are not
permitted to complete the official two-page attestation on behalf of management, we are able to assist in the
testing of the 56 control areas, provide management a list of controls for which they must meet standards, and
walk them through the attestation requirements. Our IT Group has the expertise through combined years of
experience and knowledge to provide exceptional performance standards for our clients.

Services No Other Firm Can Match—The Snodgrass Advantage

® We perform a wide array of social engineering attacks to test employees’ security awareness, as
they are generally considered the weakest link to internal security.

® We offer a wide combination of manual methods and automated tools to assess the network
over multiple layers of security. Unlike us, most firms use automated tools, which only cover
roughly 1/3 of the vulnerabilities of a network.

® We never rely on one single tool. From early stages to the late exploitation stages of a
penetration test, we always use more than one tool from independent sources to assess the
security of the network.

® Weinvestin the best training available and we hold the highest certifications and licenses in
the industry.

® OQurfirm has more combined years of IT Audit experience than most firms in the country. Our
highly organized and streamlined processes make the audit experience as simple as possible
for every client.

® Our goalis to provide continual improvements through the most efficient client engagement,
updating our audit programs to ensure we have optimal information at all times for each and
every client.

® Our deliverable materials for Attack and Penetration tests are the most detailed reports
available. We provide an executive summary, a detailed report, and every keystroke used for
the testing.

® Penetration testing can be done for any industry or organization that is concerned about their
network security.

“Our IT audit was done entirely remotely this year. The audit went very smoothly, and our
team had daily interaction via email, phone calls, and scheduled web meetings with the
Snodgrass team. The flexibility of Snodgrass to perform a remote IT audit allowed us to

stay within our timelines for our internal audit plan and proved to be a seamless process.”

-Senior Executive Vice President & Chief Support Officer
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CERTIFIED PUBLIC ACCOUNTANTS & CONSULTANTS

Pittsburgh, PA (724) 934-0344 | Philadelphia, PA (724) 934-0344 | snodgrass-it.com

To learn how S.R. Snodgrass’s Technology Services Group can assist your organization safely and securely,
contact Jeremy Burris, CISA, CISSP, MCP, L|PT, CPTS, C|EH, CICP, ECSA, Security+, Principal, Technology Services,
at 724-934-0344 or it@srsnodgrass.com.




