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f you needed to send confidential company information through the mail, would you opt for
First-Class Mail or a postcard? What if you need
to email that same information? Do you feel confident that hackers can’t intercept your company’s
emails? If you’re using clear-text (non-encrypted)
protocols, you’re basically sending a digital
postcard. To find out if and how hackers can access your information, schedule penetration testing with
simulated attacks designed to steal the data and/or credentials flying around your network.
In order to help prevent an attack on your company, your
annual attack and penetration testing should include numerous types of simulated attacks, such as port scanning,
vulnerability scanning, social engineering (attacks made
against employees to trick them into giving out credentials
or sensitive information), and the instrumental and often
overlooked man-in-the-middle (MitM) sniffing attack. This
test not only detects weaknesses associated with how your
company transmits sensitive information but identifies human security weaknesses as well.
WHAT IS A MITM ATTACK
AND HOW DOES IT WORK?
During a MitM attack, a hacker places himself “between”
the computers being attacked and the router on the network. Using hacker tools, he tricks the router by changing
the mapping of the router in such a way that traffic to and
from the computers under attack is sent to the hacker’s machine first before it gets forwarded back to the router. This
places the hacker “in-the-middle” of the computers under
attack and the router, and allows the hacker to capture
packets (the data in transit) to and from these devices. Other
programs then allow the attacker to capture every packet
that leaves the attacked computers in route to another location on the same network or the Internet. The capturing of
packets is often referred to as a “network sniffer.”
BENEFITS OF MITM TESTING
How can you know what information might be taken if your
company is attacked in this way? Will your company or em30 | TRANSACTIONS | WWW.PACB.ORG

ployees receive any alerts? An efficient, simulated MitM sniffing attack
can answer both of these questions.

Clear-text Protocols
One benefit of testing is to look
for clear-text (nonencrypted) protocols
used to transmit
data and authenticate usernames and
passwords. Cleartext protocols are
used by programs
to transmit information (either data
or user credentials)
to and from another
device on the network
without
encryption.
While best practices
are to encrypt any
data in transit, age-old
protocols that do not
encrypt data are still
widely used because
they’re easy to configure
and operate. Some common clear-text protocols
still widely in use include
FTP (File Transfer Protocol),
telnet, POP3 (email), HTTP
(web traffic), and SNMP (Simple
Network Mapping Protocol). If
your company uses clear-text protocols, MitM attackers can access
your company’s data and/or credentials in plain text. Performing an annual
simulated MitM attack can help flag this
security loophole and prevent sensitive information from slipping into the wrong hands.
Employee Security Awareness
The second benefit to implementing a simulated MitM
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sniffing attack is testing employee
security awareness. If encrypted
protocols (especially secure HTTPS
web traffic) are used on the network, a MitM attack will cause the
employees navigating to an
HTTPS secure webpage
to get a certificate error. You’ve probably
seen Microsoft’s Internet Explorer error messages that
read, “There is a
problem with this
website’s security
certificate. We recommend that you
close this webpage
and do not continue
to this website. Click
here to close this webpage. Continue to this
website (not recommended).” This error
message is the browser’s
warning to users that
something is wrong with
the digital certificate of the
encrypted page. Clicking
the “Continue to this website
(not recommended)” button
gives the attacker the user’s
credentials or data in clear text,
bypassing any encryption that
was initially intended to be used.
Simulated MitM attacks can uncover
how your company’s employees react
to these types of situations.

If employees use mobile devices, such as
smartphones and tablets, the devices often automatically suppress these certificate errors to allow for
seamless browsing experiences. This means that employees using these devices may not even be offered a chance to

cancel their navigation to secure pages if certificate problems
exist (if the mobile devices are not correctly configured).
MitM attacks against an email server, whether real or simulated, will automatically attack any mobile devices linked to
that server. To ensure that your company’s employees use
appropriately configured mobile devices and aren’t accepting certificate errors, you can enforce security settings using third-party software and conduct MitM sniffing attack
testing. The third-party software will apply your desired
security settings on mobile devices and will ensure employees cannot change those settings. The MitM sniffing attack
will test the employees’ security awareness by determining
if they accept certificate errors during the fabricated attack.
MitM sniffing attack testing not only uncovers your company’s clear-text protocols, but also serves as the “best test”
of employee security awareness training. As with other social engineering attacks, these types of tests are often the
only true indicator of the effectiveness of training in regards to technical topics such as digital certificate errors.
Having to change compromised passwords due to accepting a digital certificate
error during a simulated attack is more likely
to “hit home” with employees than the previous security awareness training sessions
they’ve attended.
Save the “postcards”
for vacation. To keep
your company’s information secure, implement a thorough,
annual
attack
and
penetration test with
simulated man-in-themiddle sniffing attacks.
In return, hackers will
turn their noses away
from you in search of
an easier target.
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